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Ahstract- The emergence of new technologies and services 

generates a situation in which an operator agonizes to manage 

uniformly and efficiently a complex network environment 

consisting of a number of underlying heterogeneous networks 

and a plethora of services with variant requirements. The 

network and service co-management of such a chaotic 

environment is a very intricate task which requires a notion of 

automation, harmonization and efficiency not foreseen by the 

current management frameworks. In this direction, the proposed 

policy translation framework aims at simplifying the network, as 

well as the service management by automatically translating the 

high level business goal imposed by the operator into low level 

enforceable policies customised to the peculiarities of each 

heterogeneous technology and service. In contrast to other 

similar studies, the proposed framework succeeds in co

managing network and services by using a set of policy 

templates, which constrains the policy translation process to only 

meaningful translations, by classifying the business goals based 

on KPIs, and by facilitating ontologies and ontological rules to all 

steps of policy translation. 
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I. INTRODUCTION 

The introduction of new technologies and services require a 
network operator to manage efficiently a network 

environment of high complexity consisting of a number of 

underlying heterogeneous networks and a plethora of 

heterogeneous services and terminals. 

The network and service co-management of such a 
complex network environment sets high automation and 

efficiency requirements not satisfied by the current 

management frameworks. In addition, the current static 

network management solutions lack the flexibility required by 

the new situation and are not cost effective either, as a large 

number of management entities are scattered along the 
network. 

In this direction, the objective of the proposed policy 

translation framework is to enhance and in parallel simplify 

the network and service management with policy translation 

capabilities fine-tuned to the heterogeneous requirements of 

technologies and services. In contrast to other similar studies, 
the innovation of the proposed framework is based on: a) its 

ability to co-manage network and service, b) the guidance of 

the translation process by a set of policy templates 

constraining the policy translation process to only meaningful 

translations, c) the classification of business goals based on 

KPIs (Key Performance Indicators), d) the utilisation of 

ontologies and ontological rules to all steps of policy 
translation. 

The present paper is organized as follows: section II gives 

an overview of several typical policy translation frameworks 

and methodologies. Section III describes the proposed policy 

translation framework presenting the business goal definition, 

the policy language used and the detailed policy translation 
process. Finally, section IV concludes the paper and presents 

possible directions of our future work. 

II. RELATED WORK 

The basic element of policy based management is a policy. 

A policy can be defined as a set of rules which express how to 

reach a desired (network or service) behaviour [1]. The policy 
translation process (widely known as "policy refinement") 

defined as the translation of high level policies to low level 

policies is realised by a framework which translates the high 

level business goal imposed by the operator into low level 

policy rules which can be enforced on a set of network 

elements. 
A variety of policy translation frameworks have been 

proposed so far, some of which are surveyed in [2]. In general, 

the translation frameworks can be classified based on their 

proposed methodologies to: Goal-oriented policy refinement, 

Classification-based policy refinement, Ontology-based policy 
refinement, Prescription-based policy refinement and Case

based policy refinement. The most typical of each category 

are described in the following paragraphs. 

The study [3] relies on Goal-oriented policy refinement, 

which use the KAOS [4] formalization technology to perform 

goal elaboration. A set of domain-specific and domain

independent elaboration patterns defined in [5] are used to 

refine a goal into sub-goals which prove to be logically 

contained by the original goal. The proposed refinement 

method makes use of the KAOS goal elaboration method [6] 

in combination with modal logic and related proofs. In [7] a 

policy refinement method is presented based on goal 
requirement and modal checking technologies. Initially KAOS 

goal elaboration method is used to derive the low-level goals, 

and then system trace executions aimed at fulfilling low-level 
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goals are obtained using Linear-Time Model Checking 

methodology. 
The study in [10] utilizes classification-based policy 

refinement, in which classification of statistical data is used in 

order to refine the policies. This approach proposes deriving 

policy bounds on low-level metrics so that high-level goals 

are met. The main steps of policy refinement comprises the a) 

Test and Development Phase, where the test environment 
records values for the low level system attributes by placing 

workloads on the system, b) Classification Phase where a 

classification algorithm is applied on the dataset and the 

useful policies are derived, c) Policy Derivation and 

Refinement Phase, in which policies are derived from the 

output of the classification phase. 

According to Ontology-based refinement, ontologies are 

used to describe concepts and the relationship among them. 

Some researchers use OWL (Web Ontology Language) [11] to 

describe the policy in their policy refinement methods. An 

ontology-based policy refinement using SWRL (Semantic 
Web Rule Language) rules is proposed in [12]. Authors 

propose a methodology in which policies in each level are 

described by OWL while OWL links with rules in SWRL are 

used to allow the data interchange between the different levels. 

In [9], the SEMPR is proposed which is an architecture that 

uses Web services and automatic Web services composition as 
a complementary technique to policy translation. 

A policy refinement approach based on prescription and 

ontology is presented in [14]. Relying on ontologies and 

prescriptions, the policy elaboration engine transforms the 

abstract policy into specific or enforceable policies. When an 

abstract policy is inserted into the policy elaboration engine, 

the engine will choose one prescription which has the same 

policy signature as the abstract policy. Then, a policy 

elaboration plan is automatically produced according to the 

prescription and the conditions in each elaborated branch. 

In [13], which belongs to the case-based refinement 
category, authors propose three approaches for policy 

transformation: static rule transformation, policy table lookup 

and case-based reasoning. The third one, which is the most 

dynamic, uses a case-based reasoning approach, in which the 

transformation module uses the knowledge acquired from the 

behaviours of the system in the past to predict its present and 
future behaviour(s). 

The majority of the aforementioned policy translation 

studies concentrate on translating a business goal into a set of 

low level policies which are generated from scratch. This 

approach, although general enough, lacks practical feasibility 

as it requires the operator to provide a vast quantity of 

information which is very difficult or even impossible to 

collect. The proposed methodology overcomes this hurdle by 

using a set of reusable policy templates, which guides the 

translation process through all its phases. 

The aforementioned translation frameworks do not take 
into consideration the actual intention of the operator (e.g. 

Quality of Experience - QoE, Energy efficiency). The 

proposed methodology succeeds in acquiring this vital 

information by classifying the business goal based on KPIs. 

In addition, the use of OWLlSWRL for the policy 

translation ensures a high degree of automation, 
interoperability with different information models and 

bidirectional translation (which is supported only by [12] as 

well), while the translation engine can be easily implemented 

and executed by general purpose semantic engines. 

III. POLICY TRANSLA TTON FRAMEWORK 

The proposed translation framework covers the full policy 
Iifecycle including policy creation in the form of high level 

business goals, policy translation which transforms the initial 

goal to a set of low level policies which are modelled using a 

policy language, and the enforcement of derived policies to 

network elements. The following paragraphs describe the 
main topics of the proposed framework which are the 

definition of business goals, the definition of policy language 

and the realisation of the translation process. 

A. Definition of High Level Business Goals 

A set of criteria has been identified which a business level 

policy language should fulfil in order to be efficient and 

become widely accepted from the business community. Firstly, 

it should enable the operator to define business policies using 

a language similar to natural language. Secondly, the policy 
authors who have a restricted knowledge of the network 

elements details should be able to create business policies 

easily, without having to take into account network element 

specific operations. Thirdly, the language should be well 

defined in order to eliminate the possibility of ambiguities 

during the policy creation. Fourthly, the scope of an already 

created business policy should be easily extended. 

In order to fulfil the aforementioned requirements, a 

business level policy language is defined using a restricted 

form of natural language. A policy author can define business 

goals by making selections on a set of semantics. In this way, 
the policy author can e.g. select a set of semantics such as 
"Service Type", "User Class", "Device Type", 'Time Period" 

and assign to this combination of semantics a set of behaviour 

related semantics e.g. "Availability", 

"Reliability", "Speed", "Security", "Energy Effiency". 

In this direction, any device and network element specific 
information is abstracted from the policy author, while only 

the necessary high level of information remains. So, he/she is 

able to create business policies without having to know the 

details of the network elements / devices which will be used to 

support these policies. Examples of high level objectives 

targeting in QoE and optimised resource allocation are the 
following: 

• QoE: A user assigned with user class "Silver" 

consuming a service with service type "Streaming" via 

technology "WiFi" using a device type "Any" should 

experience Availability level "Excellent", Reliability 

level "Normal", Speed level "Good" and Security level 
"Critical" 

• Resource Optimization: Technology "LTE" should have 

Energy Efficiency "High" for the time period "21:00 -

7:00". 
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B. Definition of Policy Language 

The usage of standard management information models, 
aiming at a common understanding of the managed resources 

for a variety of heterogeneous network managers, is vital in an 

integrated network management environment. In practice, 

different management domains may use their own 

management information model, leading to a co-existence of 

miscellaneous information models (SNMP, OSIITMN, CIM 
and SID) in the integrated managed network. The 

management of this heterogeneous environment, where 

different models coexist, can lead to a variety of potential 

problems; therefore, some harmonization of the resources is 

needed in order to avoid any potential conflicts and 

inconsistencies. Ontologies have a significant role in this 

information model harmonization, since they can enhance the 

information models with semantic awareness. We decided to 

create a harmonized common ontology-based policy 

information model and language based on OWL. The reason 

for this selection is twofold: a) SID (Shared InformationlData 
Model) is the most widely accepted information model, b) 

OWL is the most common ontology language. To the best of 

our knowledge similar approaches do not exist. A subset of 
the proposed ontologies describing the policy is illustrated in 

Figure 1. 

PolicyVatiable 'k!---i<o.>----< VariableCustom 

Thing �-"-"----{ 

l<J--"""--------( Pol i cyR u I e 8 ase 

PolicyCo n d iti 0 n l<J---i<o.>--< Pol i eye 0 n d iti 0 nCo m p osite 

Figure I: Policy Ontology 

C. Policy Translation 

The proposed policy translation methodology is based on a 

three-fold approach in order to maximize automation, retain 

low complexity and high preciseness, while being highly 

reusable. Firstly, the operator's goals are classified into goal 

categories (e.g. QoE, Energy Efficiency), while a set of KPls 

are assigned to each category. Secondly, the translation 
process is not realised from scratch (as in the vast majority of 

translation studies). In the proposed approach the translation is 

led by a set of guidelines which are described in a set of 

policy templates stored in a policy template pool. Thirdly, the 

modelling of policies and translation process is realised by the 

use on ontologies (OWL) and ontological rules (SWRL). 

1) Goal Classification: The performance of the operations 

of a telecommunication system as well as the performance of 

the services provided can be described by a set of KPls. The 

current values of KPls designate the current efficiency of the 

network in accomplishing the operational targets, while also 

indicating the overall performance of the services in fulfilling 
a certain level of quality defined in users' SLAs (Service 

Level Agreements). In this direction, the proposed 

methodology defines the KPls as the cornerstone of policy 

translation process. In practice, all the available KPls do not 

equally affect any possible business goal. On the contrary, 
specific types of goals are affected by sets of specific KPls. 

Therefore, in order to constrain the policy translation process 

to only meaningful translations, we classify the available 

business goals into categories based on areas of interest and 

assign to each category a set of KPls (e.g. category "QoE" 

includes the following KPls: Delay, Jitter, Packet Loss). 

GoalCategoryi = {KPIl, KPI2, . . . . . . . KPln} 

The selected KPls prove to affect (based on standards) the 

goals of the specific category in terms of network and service 

performance. In addition, the aforementioned KPls can be 

either operational or service based KPls (e.g. KPls described 

in SLAs) reflecting the ability of the translation framework to 
co-manage network and services. 

2) Policy Templates: The majority of policy translation 

studies concentrate on refining an initial goal into a set of low 

level policies which are generated dynamically from scratch. 

This approach, although general enough, lacks practical 

feasibility as it requires the operator to provide a vast quantity 
of information which is very difficult or even impossible to 

collect. In addition, the derived policies should be verified by 

the operator prior to their enforcement as they may be 

unexpected and may drive the network to instability. 

The proposed methodology is based on the reusability of 
policy templates for the generation of policies in all the layers 

of policy continuum. According to this approach for each 

Goal Category or KPI set, a series of policy templates (based 

on OWL) are already stored in a pool of policy templates. In 

practice, these templates form the policy skeleton on which 

the real policies will be built during the translation phase. In 
the pool, some policies are linked reflecting the translation 

step, while others are subclasses of more general policy 

templates. These templates are generated by network experts 

and after their creation they can be reused or extended to meet 

the needs of the specific operator. 

3) Translation Process: The proposed policy translation 
methodology relies on ontology-based policy refinement 

approaches and it is in line with the translation methodologies 

studied in [12] and [16]. The translation process, which is 

described in detail below, makes use of OWLlSWRL for the 

representation, translation and reasoning of policies. 

In addition, the translation process adopts the Policy 

Continuum approach presented in [17]. A set of five different 
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levels I views (Figure 2) are defined, each of which constitutes 

a different representation of the initial business goal. The 
policies of all levels are described by OWL. The policies in 

business goal level are modelled based on the ontology 

reflecting the business level, close to natural language, as 

presented above, while the policies of other levels are 

modelled on the policy language (based on SID policies) 

described previously. The ontologies of different levels are 
linked in OWL by means of interoperability relationships 

between classes, which express the interrelation between 

subsequent levels, while SWRL rules are used for the 

translation of the policies. The translation is realised by the 

implementation of translation algorithms expressed in SWRL 

which transform, generate and deliver data from one level to 

the subsequent level. 

A vital input to the translation process is the network 

hierarchy and topology. This information is necessary to map 

the abstract entities (described in OWL) to real network 

devices, objects and operations and subsequently, to enforce 
the derived low level policies to selected network components. 

In addition, in the proposed approach this information is used 

for the translation of policies between two subsequent levels 

of policy continuum. For example, the managed network may 

logically consist of a number of heterogeneous domains (e.g. 

LTE, WiFi, IP Core), each consisting of a number of network 
elements (e.g. access points, eNodeBs, routers, links), which 

also consist of the relevant supported operations and 

manageable objects. The translation process will refine the 

initial business goal to a number of sets of policies reflecting 

this hierarchy (e.g. policy sets for LTE, WiFi, IP Core 

domains and subsequent policy sets for access points, 

eNodeBs and routers). This network hierarchy related 

information can be extracted from the network inventory 

system or can be derived by using a number of available tools 

which automatically generate network topology data using 

discovery techniques. 
The translation process is illustrated in Figure 2. The 

translation process comprises the following steps: 

Step 1: The initial business goal (relying on the business 

goal level of policy continuum) is classified to a Goal 

Category based on operator's selections 

Step 2: The business goal is translated to one or more 
network level policies based on a) Goal Category to KPIs 

mapping and b) combination of high level semantics (e.g. 

"High level of Speed") and service classification (e.g. 

Transactional service) to KPI values (e.g. KPIDeiay < 50 msec) 

mapping. 

Step 3: For each network level policy a series of template 

policies (for all the subsequent levels) are extracted from the 

policy template pool. The selection of the appropriate policy 

templates is done based on the set of KPIs involved and the 

initial goal classification. In general each policy template is a 

policy skeleton which contains the policy structure and the 
policy variables, while the values of variables are missing. 

During the translation process the missing values are filled 

and the real policies are generated. 

Each network level policy is translated to a set of domain 

level policies. This translation is based on: a) actual network 
hierarchy (the composition of network to domains and the 

type of each domain), b) the translation algorithm and c) the 

domain level template policies. 

Step 4: The translation algorithm specifies the way in 

which a KPI performance or a parameter value is shared I split 

among the available domains. In its simplest form the 
algorithm translates KPI I parameter values proportionally 

among domains based on weights assigned to each pair of 

{domain, KPI/parameter} . An example of domain weights per 

KPIIparameter is illustrated in Table I. Thus: 

KP I DomLevel = W . * KP I NelLevel 
d� d� I 

KP I DomLevel 

where d.1 is the value of KPI i for the domain d on 

KP I NelLevel 

domain level, d,l is the value of KPI i on network 

level, and W d,i is the weight assigned to domain d and KPI i. 

More complex algorithms can be implemented as well, 
without losing the generality of the proposed approach. The 

weight values can be specified by the operator or can be 

estimated by the framework by using knowledge building 

functionalities (e.g. initially all weights are equal, while 

during network operation weights are modified automatically 
by knowledge components based on monitoring) and therefore, 

increase the level of automation (minimum operator effort). 

Then, the domain level policies are generated based on the 

domain level policy templates selected in step (3). During this 

phase, the generated policies are customised in terms of filling 

I extending the policy skeletons according to the above 

estimations of KPI and parameter values. 

Network 
�S===��� Hierarchy I 
I Topology 

I Domains l 

Figure 2: Policy translation process 

In SWRL this translation is realised by a set of rules, which 

extends the following basic SWRL rule: 

HLPoIPropertyl(?hlppl)/\ hasHLtoLLRelat(?hlppl, ?llppl) � 

LLPolProperty 1 (?llpp 1 ) 
The above SWRL rule implies that the HLPropertyl of a 

high level policy individual (hlpp\), where hlppl is related to a 

low level policy individual (llppl), will be mapped to the 

LLProperty 1 of llpp l. 
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The SWRL rules used extend the aforementioned rule by 

adding class relations and swrl semantics (e.g. 
swrl:greaterThanO, swrl:equaIO). 

Step 5: Each domain level policy is further translated into a 

set of network element level policies. This process is similar 

to step (4). The translation is based on: a) actual domain 

hierarchy (the composition of domain to network element), b) 

the translation algorithm and c) the network element policy 
templates. The translation algorithm uses weights in order to 

translate KPI/parameter values on domain level to respective 

values on network element level. Then, policies are generated 

based on the network element level policy templates selected 

in step (3), properly extended to include the results of the 

translation algorithm. 

Step 6: On the final level each network element level policy 

is further translated to a set of operational low level policies. 

The translation is realised by generating operation policies 

from the operation policy templates and enhancing them with 

KPIIparameter related information. In this step a mapping is 
realised between the involved KPIs/parameters and the 

available operations/functions of the network elements. In 

practice, the derived operations are already described in policy 

templates, while the operation parameter values are 

determined by the translation algorithm. 

KPIl 

WKPI.I 

TABLE I 
DOMAIN WEIGHTS PER KPI/pARAMETER 

Domain i 

KPI weigths 

I KPIl I .. · I KPln 

I WKPI.2 I ... I WKPl.n 

ParI 

Woar.l 

Parameter weights 

I Par2 I ... I Parm 

I Woar.l I . . . I Woar.m 

IV. CONCLUSIONS 

The existence of a number of heterogeneous network and 
services under the umbrella of the same network operator 

generates the demand for an efficient and uniform 

management of the entire environment. The need for a 

management framework capable of translating the goals 

defined by the operator to low level enforceable policies fine 
tuned to the particularities of the different domain is vital. The 

proposed policy translation framework provides a solution for 

the efficient and automatic network and service co

management which minimizes the requested effort from the 

operator, while maximizing the gains in terms of QoE and 

optimized resource allocation. 
The strengths of the proposed policy translation method are 

that: a) it requires minimum human intervention, b) it is a 

general approach which can be applied to a variety of 

application and technological domains, b) it is a highly 

automatic approach because of ontologies and SWRL rules, c) 

it can support bidirectional information mapping, d) it ensures 
interoperability with other information models (apart from 

SID). 

Future research in this approach may include the use of 

conflict related methods for detection and resolution of policy 

conflicts across all layers of policy continuum. 
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